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Overview of CyberSieve Features 

 

With CyberSieve, you can:  

 Restrict your family members from visiting Web Sites and News Groups that may 

contain pernicious information. 

 Block e-mails, online chats, instant messages and P2P connections if they contain 

inappropriate words. 

 Prevent your private information (credit card number for example) from being sent to the 

Internet. 

 Set a schedule to specify days and times when on-line activity is allowed. 

 Limit Internet Traffic to a specified amount of data that can be sent or received per user / 

per day. 

 Decide which programs can have access to the Internet. 

 To forbid the starting of undesirable programs. 

 Monitor your child‟s use of the Internet, irrespective of where you are: in the neighboring 

room, at work, or even on vacation. 

 Get daily e-mail reports with attached log files of your kid's online computer activity. 

 Get real-time notification e-mails with full description of blocked operations and an 

attached screen-shot of your kid's computer to monitor them remotely. 

 Get detailed information about Internet resources used by your computer: 

o web sites and news groups that have been visited by your computer 

o amount of data that have been sent or received from/to your computer 

o activity of the Internet applications on your computer 

 View the data of log files in the user-friendly form of charts or diagrams. 



Our multi-user capability allows you to set up different levels of restrictions for each member of 

your family, depending upon their maturity, interests, habits, and parental control needs.  

 

Administrators of the network version get an effective solution for managing of all installed 

copies remotely from a single computer through local network or Internet.  

 

Free, unlimited database update subscription. The Internet is a continuously changing 

medium, and a frozen program without an update option cannot provide a long-term solution. 

Our database update resolves this problem.  

 

With CyberSieve you will get a huge built-in database with pre-selected bad web sites and news 

groups. 

 

Understanding the Location of CyberSieve on Your PC 

Just after the installation process, CyberSieve creates an additional layer between your Internet 

applications and network components of the Windows operation system. In fact, the size of the 

CyberSieve dynamic library is as little as only 250 KB. As a result, the presence of the 

CyberSieve software on your PC is almost unnoticed and does not overload the resources of 

your PC.  

 

 
 

CyberSieve starts automatically, every time an Internet access attempt occurs. You should not 

have to pay any attention to the starting of CyberSieve.  

 

All requests for access to Internet resources come first to CyberSieve, and the application 

decides if the request is allowable or prohibited. 

 



Timetable for On-Line Activity 

 

Perhaps you want to limit Internet access time for your family members to a strictly indicated 

time period. CyberSieve allows you to set up the time interval when they can have Internet 

access, or, on the contrary, the time interval when access will be prohibited.  

 

To activate the Internet Timetable of the CyberSieve program, select the group you want to 

schedule and check the "Enable Timetable" checkbox. Unchecking this checkbox allows you to 

turn off this option without losing the entered data.  

 

To deny Internet access at certain hours, just click on those hours once to make them red. To 

enable Internet access at these hours, click them once more. The cell should change its face color 

from red to green.  

 

By clicking on "Permit All" you can remove all restrictions. By clicking on "Forbid All" you 

can disable Internet access completely.  

 

The Internet Timetable is independent of the Daily Time Limits and can be set separately. On 

the other hand, it can be used simultaneously with the Daily Time Limits. In this case, both of 

these restriction options will work - the Internet Timetable and Daily Time Limits. For example, 

the Internet connection will be blocked by Internet Timetable settings even though the Daily 

Time Limit setting allows connection. Also, the Internet connection will be blocked if the Time 

Limit has been reached, even though the Internet Timetable still allows connection.  



 

If you want to set up a time restriction by total time that a user can connect to the Internet, use 

the Daily Time Limit panel. 

 

Daily Time Limits 

 

Perhaps you want to limit the amount of time when user can be on the Internet. 

CyberSieve allows you to restrict Internet Time by setting limitations per user / per day.  

 

To activate the Daily Time Limits of the CyberSieve program, select the group you want to 

restrict and check the "Enable Daily Time Limits" checkbox. Unchecking this checkbox allows 

you to turn off this option without losing the entered data.  

 

Daily Time Limits doesn't depend on the Internet Timetable and can be set separately. On the 

other hand, it can be used simultaneously with the Internet Timetable. In this case, both of these 

restriction options will work - the Internet Timetable and Daily Time Limits. For example, the 

Internet connection will be blocked if the Time Limit has been reached, even though the Internet 

Timetable still allows connection. Also, the Internet connection will be blocked by Internet 

Timetable settings even though the Daily Time Limit setting allows connection.  

 

If you want to set up a schedule when a user can connect Internet or when the connection will be 

forbidden, use the Timetable for On-Line Activity panel. 
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Traffic Limits 

 

Perhaps you want to limit the amount of data that can be sent or received from/to your computer. 

CyberSieve allows you to restrict Internet Traffic by setting limitations per user / per day. This 

feature can be useful, for example, to restrict the ability to download questionable movies, audio 

files, non-licensed software and other files that can be subject to copyright, or you may just want 

to limit Internet traffic to avoid overpayment if you pay your ISP for bandwidth.  

 

To activate the Traffic Limits of the CyberSieve program, select the group you want to restrict 

and check the "Enable Traffic Limits" checkbox. Unchecking this checkbox allows you to turn 

off this option without losing the entered data.  

 

IMPORTANT: 

      CyberSieve takes into account only actual data that has been sent or received but does not 

calculate overhead traffic like DNS resolution, ICMP packets, etc. That is why it is possible to 

have a 10-20% discrepancy between a result that CyberSieve displays and the traffic by your 

Internet Service Provider. 

 

 

 



Logs and Charts 

 

You can use the "Logs and Charts" window to get detailed information about Internet resources 

used by your computer. Such information might be the number of kilobytes that have been 

up/downloaded by your computer or a detailed history of pages that have been visited from your 

computer. Or you can view statistical information gathered during Internet activity in the friendly 

form of charts and diagrams.  

 

The statistics files are grouped into three congenial categories. They are Warnings Log, Online 

Activity, Programs Activity.  

  The Complete List of Warnings That Have Been Shown to Users 

 

On this page you will find the whole list of operations that were blocked by CyberSieve. They 

are:  

 System Errors: The list of system errors that have exerted influence on the CyberSieve 

function. 



 Inappropriate Words: The list of bad words that have been found by CyberSieve during 

data up/downloading that resulted in an operation cancel. See "Inappropriate Words" 

chapters to adjust parameters for blocking bad words. 

 Blocked Web Sites: The list of web sites that have been blocked by CyberSieve. See 

"Web Sites" chapters to adjust parameters for blocking web sites. 

 Blocked News Groups: The list of News Groups that have been blocked by CyberSieve. 

See "News Groups" chapters to adjust parameters for blocking News Groups. 

 Blocked Programs: The list of Programs that have been blocked by CyberSieve. See the 

"Programs" chapter to adjust parameters for blocking programs. 

 Blocked Timetable: The list of Internet access attempts blocked by CyberSieve, which 

have occurred during the restricted time. See the chapter "Timetable" to adjust the 

scheduling. 

 Blocked IP in URL: The list of attempts to use IP addresses instead of the full host name. 

See the "Users and Groups" chapter to adjust parameters that block use of IP addresses in 

URLs. 

  Online Activity Log About Internet Resources Used, Including History of Visited Web Sites 

and News Groups, Connections That Have Been Made from/to Your Computer, etc. 

 

On this page you will find detailed information about Internet resources used:  

 Visited Web Sites: The full list of web sites visited from your computer. See "Web Sites" 

to manage web site access. 

 Visited News Groups: The full list of News Groups visited from your computer. See 

"News Groups" chapters to manage the access to any news groups. 

 Used Ports  

 Synchronization  

 Incoming Connections  

 Outgoing Connections  

 

In any log files page you can use the following options:  

 Filter: You can review the whole list of operations in chronological order or only a 

particular type of operation. 

 Refresh: Use this button to synchronize the information displayed on the screen with the 

data in the log files. 

 Export: Use this button to export the content of your log file into the comma-separated 

text file. This is useful when you want to analyze the data, apply an external program, or 

contact our support team. 

 Clear: Use this button to clear the log file content. All data will be completely deleted and 

the log files become 1 kilobyte in size. 

 Limit log size: To set up the size limit of the log file (in KB), enter a suitable number into 

that field. It is recommended to empty this file after changing the size limit by clicking 

the "Clear" button. By this command, a full deletion of the log files record takes place. 
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  Programs Activity Log Including Time, Duration of Access, and Amount of Data That Have 

Been Up/Downloaded by Each Program, etc. 

 

On this page you will find detailed information about programs that have had Internet access. 

The list includes time, duration of access and amount of data that have been up/downloaded by 

each program. See the "Programs" chapter to manage the Internet programs list.  

  Viewing Detailed Statistical Information in the Presentable Form of Charts or Diagrams 

 

CyberSieve gives you the ability to review statistical information gathered during Internet 

activity, in the presentable form of charts or diagrams. The program builds these images based 

on the information in the log files after some preliminary processing and statistical analysis.  

 

You can view details by the day, week, month, and even year, although this requires storing 

information for the whole period that is building.  

 

If the time interval is other than one day, the field "Date" will be used to prepare data for the 

selected interval.  

 

You can change the way the data is displayed on the charts to any of these available forms: Bar, 

Line, Pie. Select the most convenient chart type for you to review.  

 

You can build charts of the following profiles:  

 Blocked Timetable: This profile displays the number of Internet access attempts blocked 

within a given time. See the chapter "Timetable" to adjust the time schedule. 

 Blocked Programs: This profile displays the programs that have been blocked by 

CyberSieve. See the chapter "Programs" to adjust parameters for the programs to be 

blocked. 

 Blocked Words: This profile displays the list of the bad words that have been prohibited 

by CyberSieve. See the chapter "Inappropriate Words" to adjust parameters for words to 

be blocked. 

 Blocked Web Sites: This profile displays the sites that have been blocked by CyberSieve. 

See the chapter "Web Sites" to adjust parameters for blocking web sites. 

 Blocked News Groups: This profile displays News Groups that have been blocked by 

CyberSieve. See the chapter "News Groups" to adjust parameters for blocking News 

Groups. 

 Blocked Ports: This profile displays Ports that have been blocked by CyberSieve. See the 

chapter "Ports" to adjust parameters for blocking Ports. 

 Blocked IP Address in URL: This profile displays IP addresses that have been blocked by 

CyberSieve. See the "Users and Groups" chapter to adjust parameter that block use of IP 

addresses in URLs. 

 Disabled Internet: This profile displays the number of Internet access attempts that have 

been blocked by CyberSieve. See the "Users and Groups" chapter to adjust parameter 

that block access to Internet. 
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 Visited Sites: This profile displays web sites that have been viewed/visited from your 

computer. See the chapter "Web Sites" for controlling web site access. 

 Applications Activity: This profile displays the programs that have had Internet access 

from your computer. See the chapter "Programs" for managing Internet programs. 

 Traffic Limits: This profile displays the number of Internet access attempts that have 

been blocked by CyberSieve due to settings for Traffic Limits. See the chapter "Traffic 

Limits" to adjust parameters for Traffic Limits. 

 Time Limits: This profile displays the number of Internet access attempts that have been 

blocked by CyberSieve due to settings for Daily Time Limits. See the chapter "Time 

Limits" to adjust parameters for Daily Time Limits. 

 

Timeline - checkbox. 

If you have enough data to build charts, you can review information either by the whole given 

period or by a part of the time interval. There are options to order the chart by days of the week 

or by days of a month, or by months, if a one-year time interval has been entered.  

 

Host name only - checkbox. 

If you review data by URLs, you can group information by host names instead of displaying the 

whole list. This option minimizes the volume of displayed data and makes the process of data 

reviewing more convenient.  

 

Stacking - checkbox. 

This option is convenient for statistical analysis.  

 

Legend - checkbox. 

Use this checkbox to show/hide the text legend on the diagram.  

 

Click the "Build" button to display the chart after adjusting the whole set of parameters and get 

a quick review of the requested data. 
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Users and Groups 

 

CyberSieve allows you to set up different levels of restrictions for each member of your family 

depending on their maturity, interest, habits and parental control needs.  

 

The level of Internet access can be set from no restriction for you as administrator to total 

prohibition.  

 

It is possible to edit settings only for a group of users. So each user must be included into the 

group of users with appropriate level of restrictions. This way users with the same level of 

restrictions will be combined into one group, and all users in one group have identical settings.  

 

The CyberSieve application identifies a user by the same login name the user enters when he/she 

logs in to Windows. If you did not add a new login onto the user list of CyberSieve, the program 

will add them automatically to the "Guests" group. 

Please note that users of computers, where CyberSieve's Client version is installed, will not be 

displayed in the "Guests" group of the "Users and Groups" page of the Server computer. 

If necessary, users of Client versions might be added into the "Guests" group or any other group.  

 

The program will automatically add the administrator who did the CyberSieve installation into 

the "Administrators" group.  

 

Computer name added to user name for identification of a user in a network, i.e. 

"Computer_name/User" or "Computer_name/Windows_login_name".  



 

CyberSieve software contains the following built-in users groups:  

 Administrators: Built-in account for administering CyberSieve. Please note, that all 

unregistered computer administrators who did the CyberSieve installation will be added 

to this group automatically. 

 Guests: Built-in account for guest access to the Internet. Please note that all unregistered 

users will be added to this group automatically. 

 Users: Built-in account for restricted users. 

 

  Disable Filtering 

 

To disable the CyberSieve filtering for a selected group, mark the "Disable Filtering" checkbox. 

The CyberSieve icon in the system tray near the clock should change its color to gray.  

  Disable Internet 

 

To switch off the Internet for a selected group, mark the "Disable Internet" checkbox. All future 

attempts to connect to the internet for the selected group will be blocked. The icon in the system 

tray near the clock should change its color to red.  

  Deny use of IP Address in URL 

 

As you may know, any resource on the Internet can be reached either by the host name (for 

example, www.msn.com) or directly by its IP address (for example, 207.68.172.246). Using the 

IP address to get access to some resource decreases the possibilities to control it. Such a 

circumstance is independent of the CyberSieve's developers and includes the following 

limitations in the case of using IP addresses:  

 Ability to check the link by URL pattern is significantly limited. 

 

 Possibility of checking a URL by template (like *.msn.com) is significantly limited. 

 

 In this case the only sensible means is to check the IP address itself. This procedure is 

rather unreliable, because many Web Servers with suspicious content change their 

hosting frequently, and as a result, their IP address is changed as well. 

That is why we recommend you to prohibit using IP addresses as URLs to increase your security 

level.  



  Group Description 

 

You can keep a group description in this field.  

  CyberSieve Warnings 

 

Select "Don't show CyberSieve warnings" if you do not want to receive CyberSieve warning 

messages. Please keep in mind that without such a warning the user will not know that a resource 

has been blocked. 

However, you can always review the full protocol of all blocked resources and reasons for those 

blockages in the log files. You can select the most appropriate warning from these two 

possibilities: amusing, child-friendly pop-ups for your kids or respectable auto-hiding pop-ups 

for your associates.  

  Custom Warning 

 

You can set up your own warning message instead of those provided by default. 

To preview a Custom Warning, click on the "Test" button. 

If you mark the "Show custom warning" checkbox, but leave it empty, CyberSieve will not 

display any message at all. Keep in mind that without such warning, the user will not know that a 

resource has been blocked. 

However, you can always review the full protocol of all blocked resources and reasons for those 

blockages in the log files.  

  Enable filtering at startup 

 

To enable the CyberSieve filtering for a selected group, when the program startup, mark the 

"Always enable filtering at startup" checkbox.  

  Enable strick filter for search engines 

 

The CyberSieve integrates with "Safe Search" options found in popular search engines such as 

Google, MSN, Yahoo, etc. This means your children can't search on a search engine and even 

see links to blocked sites.  

  Forbid images section for search engines 

 

This feature enables better protection against any images when doing an "image only" search.  

  Add new group and new user 

 

To add a new group, click the "New Group" button and type the group name. To add a new user 

from a local PC, select the group, click the "New User" button and select the Computer/User or 

type the user name. The name of the local computer will be added automatically. 

To add a new user from a remote PC, select the group, click the "New User" button, click on 

"Type User from remote PC" checkbox, type the remote computer name and remote user 



name as Computer/User. 

To delete an existing group or user from the list, use the "Delete" button. 

To rename the group or user name, use the "Rename" button. 

You cannot delete or rename the following groups: 'Administrators', 'Guests' and 'Users'.  

 

IMPORTANT: 

     The CyberSieve application identifies a user by the same login name the user enters when he 

logs in to Windows. If you did not add a new login onto the user list of CyberSieve, the program 

ads them automatically to the "Guests" group. We recommend forbidding Internet access for the 

"Guests" group, if you do not want somebody from your family to work on the Internet 

anonymously. 

 

Changing CyberSieve Settings 

 

Settings  

  Changing the Administrator's Password 

 

To prevent unauthorized access to the control panel of the CyberSieve program and changing 



your settings by any other person, you should set up an administrator's password.  

 

To change the administrator's password, push the "Change" button and enter your new 

password. Then select a Security Question and your Answer. 

If you forgot your password to be entered when you open a Control Panel or when you are going 

to uninstall the program, click the "Forgot" button in the "Enter Password" pane. If you forgot 

the "Security Question" and "Your Answer", click the "Forgot" button again and enter your 

serial number or "TRIAL000" that will work for a trial version. It is possible to restore a 

password by serial number, if you originally left the "Allow to restore forgotten password via 

the serial number" checkbox marked. If you want to remove a password and leave the program 

unprotected, you should leave the "New Password" field empty.  

  Restore forgotten password via serial number 

 

You can check this checkbox, if you are sure that nobody knows the serial number you got with 

the program.  

  Working in Invisible Mode 

 

It is possible to run CyberSieve in the Invisible mode.  

 

Although there will be no external sign of CyberSieve functioning, the program will defend your 

kids, blocking inappropriate content.  

 

To enable the invisible mode, mark the "Invisible Mode" checkbox and close the Control 

Panel. Unmarking this checkbox will disable the Invisible mode. After switching into the 

Invisible Mode, the CyberSieve Control Panel icon will not be visible in the tray menu (near the 

clock). To open the CyberSieve Control Panel, you should click Start, point to Programs, point 

to CyberSieve, and then click Control Panel. Or you should click Start, point to Run..., type 

cscp.exe and press Enter.  

  Time checking interval 

 

The program can check if the user has changed the system time, with a periodicity of either 30 

sec, 1 min (default) and 2 min. There is also an option of no control at all. The time change 

monitoring feature will be effective if an administrative password was set up and Timetable and 

Time Limit features are on.  

  Make short logs 

 

A large number of long records is registered into the "Online Activity" log by default. They 

make the process of reviewing the statistics difficult. If you check the "Make short logs" 

checkbox, then duplicated records will be excluded from the list. Also, only a host name and 10 

following symbols will remain in the "Description" field.  

  Exporting Settings to file 

 



It is possible to save your settings including items that you added to lists while you customized 

your CyberSieve. To export your settings into a temporary XML file, push the "Export" button. 

You will be asked for the location of this file. You will be asked about saving your settings 

during un-installation as well.  

  Importing Settings from file 

 

To import your previously exported settings, push the "Import" button. You will be asked for 

the location of this file.  

  Exporting Settings to Web Server 

 

It is possible to save your settings to Web Server. To export your settings, push the "Export" 

button.  

  Importing Settings from Web Server 

 

To import your previously exported settings from Web Server, push the "Import" button.  

  Customizing Proxy Server 

 

If you connect to the Internet through a proxy server, you should instruct CyberSieve what 

proxy server name to use for the activation and database update procedures. By default, the 

program uses the same proxy server settings as for Internet Explorer. 

To customize them, push the "Proxy" button and make the changes. See the chapter "Proxy 

Server" for more information. 
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Enabling Database Auto-Update 

 

It is very important to keep your database up to date; every day the Internet is filled with 

hundreds of new web sites and many of them will be undesirable. Our search team is 

continuously working to discover such sites to add them to our database. Due to this update 

operation, fresh data come to the client's computer where the CyberSieve program has been 

installed, providing trustworthy protection of your family members against pernicious 

information.  

 

You can allow the CyberSieve application to establish connection with the server periodically in 

the automatic mode, or you can do it by yourself manually.  

 

If you use an HTTP proxy server for your Internet connection, you should instruct CyberSieve 

to use this HTTP proxy server as well.  

 

If you choose auto-update mode, use the "Frequency" box to select the periodicity of the 

operation.  

 

The CyberSieve Database Auto-update module runs as a Windows Service on Win2000, 

WinXP, Win2003, Vista and Windows 7 operation systems. This allows database auto-update to 



be performed even if no user is logged into the system and also if a user is logged out the system.  

 

To update the database manually, use the "Update Now" button. Just after clicking on the button 

the update will follow.  

 

To cancel the update operation, click on the "Cancel" button.  

 

Please note, you do not need the "database update" feature for the version of the program that 

does not use any filtration (Sever without filtering version).  

 

Note: 

      If you connect to the Internet through a proxy server, you should instruct CyberSieve what 

proxy server name to use for the database update procedure. See the Customizing Proxy Server 

chapter for more information. 

     If you are using a Personal Firewall, you should add the CyberSieve Database Update 

Module (cssvr.exe from your Windows System directory) into its Trusted Programs List. 

 

E-mail Notifications 
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Daily Reports 

An option to receive daily e-mail reports with attached log files is available for you. To protect 

your privacy, we strongly recommend you to set up an administrator password for log files 

encryption. All log files will be archived into a single ZIP archive file. You need ZIP archive 

viewer in order to view daily e-mail reports.  

 

To turn on daily e-mail notification reports, toggle the "Send Daily Report" check box.  

 

The CyberSieve Daily Report module runs as a Windows Service on Win2000, WinXP, 

Win2003, Vista and Windows 7 operation systems. This allows daily reports to be done even if 

no user is logged into the system and also if a user is logged out the system.  

 

E-mail Notifications 

You can set up the program so that it will send you e-mail notification of every warning 

produced by CyberSieve. The notification includes a description of the reason why Internet 

access has been blocked and a copy of the screen. This option allows you to control your family 

members remotely, from your work place, for example. Moreover, CyberSieve has a built-in 

email system that will not leave any records in the Sent window of your e-mail program.  

 

To turn on e-mail notifications, toggle the "Send Notification E-mail" check box.  

 

You can also receive a full copy of the screen at the moment of blocking. But you should take 

into account that an attached screen-shot in the JPEG format can reach a size of as much as 100-

150 KB depending on screen resolution and color palette.  

 

Push the "Setup" button to change your e-mail account settings. Enter the SMTP-server name in 

the "Outgoing e-mail server" field and your e-mail address in the "Reply e-mail address" field.  

 

Enter e-mail addresses of those users to whom e-mail notification must be sent. For more than 

one address, divide them by commas or semicolons.  

 

If your mail server requires SMTP authentication, you will need to provide a valid user name and 

password for the SMTP server. Mark the "My outgoing server requires authentication" 

checkbox and type your user name and password.  

 

 

Note: 

      If you are using a Personal Firewall, you should add the CyberSieve E-mail notification 

module (csnotify.exe from your Windows' System directory) into the Trusted Programs List of 

that Firewall. 



Synchronization Server 

 

The Synchronizing Server is a stand-alone computer that allows all installed client copies of the 

CyberSieve software to keep their settings synchronized. All changes that will be done on the 

server will be updated on the client computer after synchronization. So, the administrator can 

control all CyberSieve copies from one computer, avoiding the need to adjust every client's PC 

separately. There is no requirement for either Server or Clients to be in or out of a local network, 

and they can be synchronized through LAN as well as through Internet.  

 

The synchronization procedure transmits all data, including the manually edited Web Sites, 

News Groups, Inappropriate Words and Programs lists. All settings for e-mail notifications, daily 

reports, timetables and traffic limits are transmitted as well as the password, security 

question/answer and enable/disable status.  

 

If the "Enable Synchronization via Internet" checkbox is checked, the Server will send 

settings to clients of CyberSieve, which are not included into a local network. The settings will 

be sent through the Web Server, and will be stored there as well. 

The "Synchronization via Internet" capability is available for registered users only. 

The "Periodicity for logs received from a Web Server" selector determines how often the 

CyberSieve server calls the Web Server to get logs from its clients.  



 

CyberSieve Synchronization Server runs as Windows Service on Win2000, WinXP, 

Win2003, Vista and Windows 7 operation systems. This allows to process CyberSieve Client 

requests even if no user is logged into the system and also if a user is logged out the system.  

 

 

Note: 

      If you are using a Personal Firewall either on the Server PC or Client PC, you should add 

the CyberSieve Synchronization Module (cssvr.exe from your Windows System directory) into 

its Trusted Programs List. 

 

Remote Logs 

 

Using Remote Logs you can instruct CyberSieve to send logs (a list of visited web sites, news 

groups, generated warnings etc.) from your local computer to the SoftForYou web server, and 

then to view these logs from any place with the help of a normal web browser. All the details are 

password protected and will be accessible only to you.  

 



Logs are sent in „zipped‟ format via HTTP protocol. If you use an HTTP proxy server for your 

Internet connection, you should instruct CyberSieve to use this HTTP proxy server as well.  

 

Receiving your account for Remote Logs. 

After the installation of the 14 day trial version of CyberSieve you can receive a temporary 

account in order to test the remote logs, which will be accessible to you for the period of 14 days. 

Use TRIAL000 as a temporary serial number. After purchasing this program, you are required to 

set up a new, permanent account, based on your new serial number.  

 

If you use the Server Without Filtering you will need to manually type into the program your 

serial number, which you received after buying the program in order to activate Remote Logs.  

 

In order to receive your account on the SoftForYou server, click on “Get New Account” and in 

the opened window create the password that you will use in order to view the logs.  

 

Viewing of your logs. 

The received logs will be kept on the SoftForYou server for one month from the moment that 

they are received. You can view the logs from any place, using a standard web browser. In order 

to view the logs navigate to "http://www.softforyou.com/logs.php" in your browser and type in 

your login and password.  

 

Testing of you settings. 

In order to check that your settings are correct, mark the “Enable Remote Logs” checkbox, and 

then create a new account on the SoftForYou server. Having clicked on “Get New Account”, 

choose an appropriate login and password and click on „Test‟ in order to send the logs from your 

computer to the server. Please note that, depending on size of the logs and how busy your 

Internet is, it may require 5 to 10 minutes for the information to appear on the server. We 

recommend that, before you test your settings, to visit 2 to 3 web pages in order for your logs to 

contain enough information. If your settings have been entered correctly, then you should see 

your logs that are in your computer in the browser window. Click on “Online Activity” in order 

to view the list of viewed web sites.  

 

Restoration of a lost password. 

If you have forgotten your login or password, click on „Lost Password‟ in order to open the page 

which contains a hint to help you remember it.  

 

The CyberSieve Remote Logs runs as a Windows Service on Win2000, WinXP, Win2003, Vista 

and Windows 7 operation systems. This allows Remote Logs to be sent even if no user is logged 

into the system.  

 



 

Note: 

      If you connect to the Internet through a proxy server, you should instruct CyberSieve what 

proxy server name to use for the Remote Logs. See the Customizing Proxy Server chapter for 

more information.  

      If you are using a Personal Firewall, you should add the CyberSieve Remote Logs Module 

(cssvr.exe from your Windows System directory) into its Trusted Programs List. 

 

Proxy Server 

 

A proxy server is a computer that stands between your computer and the Internet. When you ask 

for a web page, your computer connects to the proxy server and it is this computer that actually 

fetches the web page from the Internet for you.  

 

CyberSieve uses the proxy settings from Microsoft Internet Explorer by default. 

To change the proxy server settings, open the CyberSieve Control Panel and click on the 

Settings. After that push the "Proxy" button. If you do not want to use a proxy server at all, mark 

the "Direct" radio button. To customize the proxy server settings, mark the "Custom" radio 

button and then enter the proxy server address and port to the corresponding fields.  

 

Unless you are sure that you connect to the Internet with a proxy server and have all of the 

connection details, we recommend that you do not alter this screen in any way. 
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Internet Filtering. Web Sites 

 

CyberSieve comes with a huge embedded (built-in) database of undesirable sites that are 

classified into 15 categories.  

 

Select the categories you consider unacceptable for use by members of your family by clicking 

on the "Built-in database" button.  

 

To disable the Built-in database, select corresponding groups you do not want to control and 

unmark the "Enable Built-in database" checkbox. To enable the Built-in database again, use the 

same checkbox.  

 

To prevent a Web Site in the built-in database from being blocked by CyberSieve, or one that is 

being blocked due to an inappropriate word, use the Trusted Web Sites List.  

You can switch on the "Only these web sites are allowed" checkbox. In this case you are able 

to visit only web sites from the Trusted Web Sites List. All other web sites will be blocked.  

Please add all concomitant web sites to the Trusted Web Sites List or switch on the "Do not 

block the concomitant links" checkbox.  

 

If you discover some Web Site with unacceptable content that is not included in CyberSieve's 



built-in database, and you would like to block access to this Web Site, use the Blocked Web 

Sites List.  

 

If you want to set some particular rules for access to some web sites, which are different from the 

common rules, then you should go to the Special Web Sites List and define the rules there. 

Websites from this list have their own Timetable (Special Internet Timetable) and Time 

Limits.  

The settings that were made on the common Timetable (Common Internet Timetable) and 

Time Limits windows do not affect access to these sites.  

 

CyberSieve also provides verification by template. You can enter some word that may be part of 

the web site's URL, and CyberSieve will block access to this resource, as if it belongs to the 

"Blocked Web Sites List". To fill in the template list use the "Web Sites Patterns".  

 

All Web Sites in the Trusted, Blocked and Special Web Sites lists affect only the group that 

was selected for adding or editing. In other words, these lists are group-dependent. To add a Web 

Site affecting all users, select "All Users" while adding or editing.  

 

When you open any of these lists, you can see Web Sites for the selected group of users only. 

Web Sites affecting all groups will be displayed at the end of the list. Mark the "Hide All Users" 

checkbox if you don't want to see Web Sites affecting all groups.  

 

Use "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list.  

 

To enter a web site's name you can use either the absolute name, like www.msn.com, or the 

template, like *.msn.com , where the "*" symbol replaces any literal sequence.  

 

Every time a web site is filtered the CyberSieve icon of the system tray near the clock changes its 

color to red. You can see the whole list of blocked URLs in the "Log Files" chapter. 
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News Groups 

 

CyberSieve comes with a large embedded (built-in) database of dubious News Groups that are 

classified into 15 categories.  

 

Select the categories you consider unacceptable for use by members of your family by clicking 

on the "Built-in database" button.  

 

To disable the Built-in database, select corresponding groups you do not want to control and 

unmark the "Enable Built-in database" checkbox. To enable the Built-in database again, use the 

same checkbox.  

 

To create a list of News Groups that do not need to pass verification even if they belong to the 

prohibited list, use the "Trusted News Groups List". This option may be useful when a Group 

is included in the embedded database, but you consider it acceptable.  

 

If you discover a News Group with unacceptable content, and this site is not included in 

CyberSieve's database, you can use the "Blocked News Groups List" to block this resource.  

 



CyberSieve also provides verification by template. You can enter some word that may be part of 

the news group's title, and CyberSieve will block access to this resource, as if it belongs to the 

"Blocked News Groups List". To fill in the template list use the "News Groups Patterns".  

 

All News Groups in the Trusted or Blocked News Groups lists affect only the group that was 

selected for adding or editing. In other words, these lists are group-dependent. To add a News 

Group affecting all users, select "All Users" while adding or editing.  

 

When you open any of these lists, you can see News Groups for the selected group of users only. 

News Groups affecting all groups will be displayed at the end of the list. Mark the "Hide All 

Users" checkbox if you don't want to see News Groups affecting all groups.  

 

Use "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list.  

 

To enter a news group's name you can use either the absolute name, like alt.kids, or the template, 

like alt.*, where the "*" symbol replaces any literal sequence.  

 

Every time a news group is filtered the CyberSieve icon of the system tray near the clock 

changes its color to red. You can see the whole list of blocked News Groups in the "Log Files" 

chapter. 
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Inappropriate Words 

 

CyberSieve is delivered with a huge embedded (built-in) dictionary of "bad" words and/or 

phrases that are classified into 15 categories and additionally, they are organized by level of 

offensiveness.  

 

Any web site, e-mail, chat session, instant message and etc. will be prevented if CyberSieve 

encounters any "bad" word that belongs to one of the categories and depending on the filtering 

level determined by the administrator as undesirable. To see more detailed information about the 

interruption, use the "Log Files" page.  

 

Select the categories you consider unacceptable for use by members of your family by clicking 

on the "Built-in Database" button.  

 

To select the level, beginning from which the blockage will work, push the "Filtering Level" 

button and mark the level wanted.  

 

To disable the Built-in database, select corresponding groups you do not want to control and 

unmark the "Enable Built-in database" checkbox. To enable the Built-in database again, use the 



same checkbox.  

 

To prevent your private information (credit card number for example) from being sent to the 

Internet, add them to the Inappropriate Words list.  

 

All Inappropriate Words affect only the group that was selected for adding or editing. In other 

words, these lists are group-dependent. To add an Inappropriate Word affecting all users, select 

"All Users" while adding or editing.  

 

When you open the Inappropriate Words list, you can see words for the selected group of users 

only. Inappropriate Words affecting all groups will be displayed at the end of the list. Mark the 

"Hide All Users" checkbox if you don't want to see Inappropriate Words affecting all groups.  

 

Use the "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list.  

 

Every time a "bad" word is filtered, the CyberSieve icon of the system tray near the clock 

changes its color to red. You can see the whole list of blocked "bad" words in the "Log Files" 

chapter. 

 

Exceptions List 

To exclude some words and phrases from our built-in database from the filtration process, add 

these words or phrases into the Exceptions list. CyberSieve will not seek these items in the 

Internet content and accordingly will not block web pages, e-mail, or instant messages that 

contain these words.  

 

These Exceptions affect only the group that was selected for adding or editing. In other words, 

these lists are group-dependent. To add an Exception Word affecting all users, select "All Users" 

while adding or editing.  

 

When you open the Exceptions List, you can see words for the selected group of users only. 

Exception Words affecting all groups will be displayed at the end of the list. Mark the "Hide All 

Users" checkbox if you don't want to see Exceptions affecting all groups.  

 

Use the "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list. 
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Replacing Inappropriate Words 

 

It is possible to replace inappropriate words with "*" instead of completely blocking web sites, e-

mails, instant messages, and etc. 

In this mode the document itself will not be blocked, but all inappropriate words in it will be 

replaced by the "*" sign.  

 

 

Note: 

      Although this mode can be a good solution for e-mail clients and instant messengers, we do 

not recommend you to use "*" - replacement mode for web browsers, since it will work only for 

words, but all images, including offensive, will still be visible for kids. 

 

 

 



Programs 

 

Sometimes it's very useful for an administrator or a parent to limit the list of programs that have 

Internet access from your computer. CyberSieve allows you to define the list of permitted 

programs that can have access to the Internet or the list of restricted programs that must not have 

Internet access. In fact, the combination of both options is possible as well.  

 

To increase the reliability of this option, CyberSieve checks the program not only by the name 

of its executable file, but uses the check sum as well, so the verification will occur even in the 

case of renaming an exe file.  

 

Perhaps you would like for some programs not to be checked when CyberSieve is enabled. This 

application could be your FTP client, for example. You can enter these programs onto the list 

"Trusted Programs List". But we recommend you to be careful adding them to the list, as they 

will not be controlled and their protocol will not be recorded either.  

 

Use the "Permitted Programs List" to define the list of permitted programs that can have access 

to the Internet or use the "Blocked Programs List" to define the list of restricted programs that 

must not have Internet access.  



 

If you want to set Internet access for some programs by particular rules, which are different from 

the common rules, then you should go to the Special Program List and define the rules there. 

Programs from this list have their own Timetable (Special Internet Timetable) and Time 

Limits.  

Settings made on the common Timetable (Common Internet Timetable) and Time Limits 

windows do not affect on the functionality of these programs.  

 

To avoid starting of undesirable programs, you should use the Forbidden Programs List. Add 

to the list all known programs which are able to delete system services and processes. This 

feature is one of the means that prevent bypassing CyberSieve. 

CyberSieve will terminate all programs from this list.  

 

The programs from the Time Restricted Programs List will be terminated in accordance with 

the Time Restricted Programs Timetable and the Time Limits settings. This way you can 

restrict usage of any program either by duration (Time Limits) or by the time of day (Timetable).  

 

All programs in the Trusted, Blocked, Special, Permitted, Forbidden or Time Restricted lists 

affect only the group that was selected for adding or editing. In other words, these lists are 

group-dependent. To add a program affecting all user groups, select the "All Users" while 

adding or editing.  

 

When you open any of these lists, you can see programs for the selected group of users only. 

Programs affecting all groups will be displayed at the end of the list. Mark the "Hide All Users" 

checkbox if you don't want to see programs affecting all groups.  

 

Use "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list.  

 

Every time a program is filtered, the CyberSieve icon of the system tray near the clock changes 

its color to red. You can see the whole list of blocked programs in the "Log Files" chapter.  

 

 

Note for an administrator of the Network version: 

      When you add a program into the Trusted Programs List, a check sum verifies it. If you have 

different versions of the program on your server and client computers, the check sums will not 

match. 
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Ports 

 

Now advanced users can get the full power of CyberSieve by managing the list of Trusted and 

Blocked ports. This allows you to work around the problem of receiving inappropriate content 

through HTTPS proxy servers. HTTPS connections use encrypted data, making it impossible to 

check. Using an HTTPS proxy server used to allow the user to get inappropriate content even 

when blocking was turned on. Now you can prevent this bypass by adding HTTPS port (443) 

into the "Blocked Ports" list. Also, you can stop CyberSieve from checking outgoing e-mails by 

adding SMTP port (25) into the "Trusted Ports" list.  

 

To prevent a communication through a particular port from being checked and possibly blocked 

by CyberSieve because of an inappropriate word, use the "Trusted Ports" list.  

 

If you would like to block access to a particular service (for example to HTTPS proxy server), 

add this port to the "Blocked Ports" list".  

 

If somebody sends SPAM e-mail or messages with inappropriate content to the address of your 

kid, then CyberSieve blocks all mail till you manually delete the questionable e-mail directly 

from the server. 



E-mail checking is turned off by default because the restrictions are tight. Therefore, the 

following ports were added to the Trusted Ports List: 25 (SMTP), 110 (POP3), 143 (IMAP). 

In order to have the filtering function on, you can delete these ports from Trusted Ports List or 

disable them and use the Replacing Inappropriate Words panel.  

 

All rules for Trusted and Blocked ports affect only the group/user that was selected for adding or 

editing. In other words, these lists are group-dependent. To add a rule affecting all users, select 

"All Users" while adding or editing.  

 

When you open any of these lists, you can see rules for the selected group of users only. Rules 

affecting all groups will be displayed at the end of the list. Mark the "Hide All Users" checkbox 

if you don't want to see rules affecting all groups.  

 

Use "Add", "Edit" and "Delete" buttons located on the bottom of the window to edit the list.  

 

Every time a port is filtered, the CyberSieve icon of the system tray near the clock changes its 

color to red. You can see the whole list of blocked Ports in the "Warnings Log" of CyberSieve.  

 

 

Warning: 

      We do not recommend you to mark the check box of the "Only these Ports are allowed" list 

unless you are absolutely sure what are you doing. Blocking particular ports can cause failure in 

functionality for some programs. Periodically review the Warnings log and add, if necessary, 

needed blocked ports into the "Trusted Ports" list. Avoid adding port 80 onto the "Trusted 

Ports" list, otherwise CyberSieve will not block web pages with inappropriate content.  

 

Note: 

      Remember that CyberSieve controls both outgoing and incoming traffic. For example, if you 

blocked port 1120, usually used by some Instant Messengers for incoming messages, then all 

requests to use this port will be blocked by CyberSieve and will add the records into the 

warnings log. 
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CyberSieve Client 

 

The CyberSieve Client software keeps all data synchronized with the server. This allows the 

administrator to control all installed copies of CyberSieve from one administrator computer 

without the necessity to make all changes separately on each computer.  

 

The synchronization procedure transmits all data, including the manually edited Web Sites, 

News Groups, Inappropriate Words and Programs lists. All settings for e-mail notifications, daily 

reports, timetables and traffic limits are transmitted as well as the password, security 

question/answer and enable/disable status.  

 

Client synchronizes with Server through a local network, if the "Enable Synchronization via 

Local Area Network" radiobox is enabled or through the remote Web Server, i.e. though 

Internet, if the "Enable Synchronization via Internet" radiobox is turned on. 

For Client/Server synchronization through a local network, the Client should automatically find 

the CyberSieve Server and you should see the Server's IP address in the control panel. 

If the IP address field is empty or wrong, please add it manually. This can be either the Server 

computer's IP address or Server computer's name in your local network. 

Client tries to synchronize with Server with periodicity defined by the "Frequency" selector. 

Client receives new database from Web Server. The "Update" button can be used to change 

parameters for update procedure.  

 

To run the synchronization procedure manually, click on the "Synchronize" button. Just after 

clicking on the button, the synchronization will follow. To cancel the update operation, click on 

the "Cancel" button. If you temporarily disable the program, pressing the "Synchronize" button 

will restore the previous settings, which were set on the server for this particular user.  



 

Use the "Log Files" button for review of log files on a Client. During synchronization log files 

are sent to the Server every time, and erased from the Client.  

 

If you use a HTTP proxy server for Internet connection, you should instruct CyberSieve to use 

this HTTP proxy server. To do this, push the "Proxy" button and enter required data.  

 

A CyberSieve synchronization client runs as a Windows Service on Win2000, WinXP, 

Win2003, Vista and Windows 7 operation systems. This allows synchronization requests to be 

performed even if no user is logged into the system and also if a user is logged out the system.  

 

 

Note for an administrator of the Network version: 

      If you did not add a user into the users list of CyberSieve on the server, then this user on the 

client computer will use the "Guest" group privileges. We recommend forbidding Internet access 

for the "Guests" group if you do not want users to work on the Internet anonymously.  

 

Note: 

      If you are using a Personal Firewall on the client PC, you should add the CyberSieve 

Synchronization Module (cssvr.exe from your Windows' System directory) into the Trusted 

Programs List of that Firewall. 

 

Uninstalling CyberSieve From Your Computer 

The uninstalling procedure for the CyberSieve application does not differ from the standard 

operation to remove a program from the Windows operation system. To remove CyberSieve 

from your computer, please click on the "Start" button, and then select "Settings" and "Control 

panel".  

 

In the window opened, select "Add/Remove Programs", push on the "Install/Uninstall" tab, 

and double click on CyberSieve in the list of installed applications. To prevent uninstallation of 

the program by non-authorized users, CyberSieve will ask you for your administrator password. 

The program will be removed after pushing the "Add/Remove" button and entering the 

password.  

 

We recommend you restart the computer just after program removal, as some component of the 

CyberSieve may be used by the operation system, and will be removed only after restarting.  

 

Contact the SoftForYou support team if you have forgotten the password or have any questions. 


